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® UNECE WP.29_ List of vulnerability or attack method related to the threat

4.3.7 Potential

vulnerabilities that be compromised or are period of validity enables attacker to break
could be exploited it insufticiently applied encryplion

not sufficiently —_—

protected or 26.2 | Insuflicient use of cryptographic algorithms to
hardened protect sensitive systems

26 | Cryptographic technologies can | 26.1 | Combination of short encryption keys and long

26.3 | Using already or soon to be deprecated
cryptographic algorithms

@ 1S0 21434 [RQ-10-06]

[RQ-10-06] If specffic procedures are required to ensure cybersecurity in post-development phases, these
cybersecunty requirements shall be specified and allocated to the relevant entities of the operational environment

EXAMPLE 8: Table 1 provides example requirements and procedures to ensure cybersecurity in post-development

phases including their allocation.

Table 1 - Example cybersecurity requirements for post-development

Requirement During Allocated to
secured management of the key store production system production
maintenance service and maintenance
facilties/instructions
deactivation of debug interfaces production hardware production
deactivation of development functions production depioyment finaiization for software
procegures to delete personally Identifiable operations user manual
information
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Requirement: Secure Debug

RO A2l Hs B JTAG PWE o0 2|0 FRESZMH JTAG ZEE Disable
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Management
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* When defining cybersecurity specifications, cybersecurity implications of post-development phases can be

considered, e.g. secure management of the key store; deactivation of debug interface; procedures to
delete personally identifiable information .. ISO_SAE 21434
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@ Server Spec.

Intel Xeon E-2334 34GHz. 8M Cache,

S 4C/8T, Turbo (65W), 3200 MT/s

2ea” 8GE UDIMM, 3200MT/s, ECC

Memory

Zea* 600GE Hard Drive SAS ISE 12Gbps
10k 512n 2.6in with 35in HYB CARR Hot-Plug

2ea* 2TB Hard Drive &
512n 35in Hot-Plug

PowerEdge R350 Motherboard with
Broadcom 5720 Dual Port 1GB
On-Board LOM, V2

Dual, Het-Plug, Redundant Power Supply

(1+1), 600

0OS CentOS 79
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® Before KMIP

@ After KMIP



HSM (Hardware Security Module)
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gabit Ethernet I-Express ( 3.0, PCI, PCl Express Base 2.C
10G optical Ethernet option
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HSE (High Speed Encryptor)

HEQ3 223} 21l
@ Thales Network Encryptor Series

15

o
0>
i©
HL x
re a

I 0 o C2
10

fioh = AHOIEH CIZ T,

- g

-
C

=ejlA 0| SafeNet High Speed Encryptor SE8E [Il U M '[1L =AY ’_l L‘lE:’JE EHEE
AHH HIEQISS 222 ES HIEGHH HLINM;

I
A0l FUHOI YED EHY U3 a2HE

o (=}
TS AIZHS 214618 20 HAZS SHGIH, D240 HOIHE SUHOE 98 & 2

= «

) 02
pu— H"
N o

e
Z
t

? n-
4
i)
0
<X
=
=
b e
Ok

® SafeNet High Speed Encryptor HIEZ
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Time

09:00 ~12:00

Day 1

Details

1-1 Intreduction
‘-? The intacs” sheme
-3 V*c‘r. otion & Overview
1-2 Assenssment Skills 8 Technigues

13:00 ~ 18:00

1-9 Assenssment Skills & Technigues
1-4 Rating
1-8 Assessment exercise "Project Management” (written scenario or role-plays)

Day 2

Revision Day 1

| bu jerview As .:esefncm L’ru-es.“

1300~ 1800

Z-1 BAM Qverview
2-3 PAM details (Self Reading)
2-2 Assessment exercise CL1 (SWE.2, SWE.3) (wnitten scenario or role-plays)

09:00 ~ 12:00

Revision Day 2
2-3 PAM details (Self l?ezldlrﬂgl
2-2 As ment exercise CL1(SUP8) (written scenario or role-plays)

Day 3
13:00 - 1800

2-3CLs2and 3
2-4 Ration Guidelines
2-5 Assessment exercise CLs 2 ond 3 (SWE.2) (written scenaric or role-plays)

0%:00 ~12:00

Revision Day 3

2-5 Assessment exercise CLs 2 and 3 (SUP8) (written scenario or role-plays)

Day 4 2-5 Assessment exercise CLs 2 and 3 (SUP8) (written scenario or role-plays)

13:00 ~ 18:00 | 2-2 Assessment exercise CL1 further processes (SWES, SYS.H) (written scenario or

role-plays) Sample Exam (valuntary)
o ~.~~ | Revision Day 4
U e U > A H 3 - gl ~ o
700 - 120C 2-5 Assessment exerci 52 and 3 (SWEB, SYS.B) {written scencrio or role-plays)

Day5 2-5 Assessment exercise CLs 2 and 3 (SYS.5) (written scenario or role-plays)

% i -xamination set : s m

13:00 ~ 1800 Examination setup 2:00 - 2:30p

Exam 2:30 - 3:30 pm
Course close & feedback 3:30-4:00 pm
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