. M2

AU =7}, A, ARERIEU(oT), 7HdEA(VR), S4EAAR) 5 2L 8 7
&o| Aol HEEHA At ARl FHARI Bsyt A&E Qi o]of wE XjgF
W A7 ARAI AR QA= v o2 F7hskal glow, o]eh 3| Akl thet 7] AFE
A&H0g gojual Ut

20159 "R = A &27]"9] ARA| o)A (Electronic Control Unit: ECU)O et a7 Al
A2 Aol FAo g AFo] A2l Aoj7t 7HsehS ERAIAAT ARdollaL, 20229
Z 599 104 &4 dloH|= E5E(David Colombo)?] “Hl&=t A7|A}" 250 317 Ak
2 ZA5AF 717 Qloje A0 E Al5S A 5 U FEY siFo] 7HeeE HolF AT
B3, 2025W7HA] ZF=F oF 491 7,000%t off 7hgo] Z4tsHE glolEHo] Ao dAE ZoR
AFEH, AF 7S o8& 94 Ao, AF FE FF T 4T Aol HHTE 5old
Ao=Z FEAsty ot

olof whe} Z}Fol thgt oFojFQl Atolw] HF FAo| gt majel & et S
A 27 At 5N FHAA YL (UNECE) = A= Alo|HE Y] A 71%S uhdd
St7] f18 2016358 FHI%E AsAF AolHESQE A]7]E(UN Regulation No.155)&
20209 69 "ot 20219 19 HEFE o] 7]l whet 202249 79HE ARFA| o2
(Electronic Control Unit: ECU)E A&lol= A= ARsAL Alo|HEQF A 7|& Q152
drolo} gt} o]= A& oz iEn 20249 7¥olE RE Aoz HgHTH2], 3.

ol A= o] 23t AtolH Hel gto] et g fis wEH7F 20209 12¢ A5

ol

Ol

Ay

* B2 Xi(m 031-627-3135, daewon@hancomit.com)Oi|lH 22|5tA|7| HEELICY.

2 U A FEEQI AN ITPY SAKRl YH0| OFdS grgluT.




AtolH Hot 7ol =gkelg HHaislo] UN Regulation No.1552 vig o2 AAE 24 7]&
of AFd tHE 4= UA=F S-St ek U H AACA Aol Hkg A-85t7] fI5iA
= =W A7QASA = UN Atold Het 7]ER] FASAAE 7HS Aol & Eelstal o]
£ afFo|a SHtEA A8E F Sl IV AFS AT Alxte] BasiH4]. A
A ZAL A T AtolH] HotZ tf-8-517] s AlF-21R1 a7FARFS AAA L T3 Uokt
I glow, Het 393 B AAF R AE Thset Het Y THo|EE AlA st
A 2 B AA ol 7holE EE a5k Uk
E Jo|A= AREAZE UN Regulation No.155 548 913 HQF 39 7lol= A& o
Z-gof et FHE ZAJ5] AASEL Slek. UN Regulation No.1555 3 et 29 7to
=9 o o] el FAH O 7]&otal, ISO/SAE 214340014 AF3E Bt 5 7ho] =9
ojgt of-3HRt} o]& E55k] ol AAE 2709] o I 7] EE A2 H|wiltt o]&
Hot F9 7ho|=9] gHA o] thsf| 2HIEA| olsfstal AYA Hel I Thol=E &

OlD

Il. UNECE AtO|H| HQt O

UN Regulation No.155+ Cyber Security(Ale]#] 2QhHe} Cyber Security Management
System(Atol®] HQF ] AJAH)o| tfs thZat o] A oSt 3]

2.2 “Cyber Security(AO|H H=Of)”

Al R I 7IS0] 7] s A 2300 et ALY PEe=RH Hak=

2.3 “Cyber Security Management System(AtO|H HOF 22| A|AE)”
AHZ0ll CHet ALO|H @i #tEE IS XElotl AOlH SHL=RH XHS E30t7| ok
XA DEMA, MR 3 HHEAZ Holots AMAXMC 2 7(8h H2 Y4

(Q12) UNECE, Uniform provisions concerning the approval of vehicles with regards to cyber
security and cyber security management system, 2021.

Cyber Security Management System(CSMS) 21| Ql Alo]H] PO 2 HE H
L A= AR R 25ty 95 2ol A/ AR B



q%% h9g 3k

o= A W §/W FE”ECIY Q/A 59 AFE WA= ATt 22 AQlolyt
g @919 YA dEorE Aol Het FH] 9 o3 W] AR Qs antAel
AILE 71disl7] o]t 1%7] W] 2% AU A 9 DZRAA £ 81 ol
F3ot7] Agt AlRAQ AFRRtE Sgsfof gttt o FAISSH] s AR AfolH Hb
&2 9Ieh A AURE wo o] Hot A &3t FE7HA] AREAQl BA7F Bast
o

o1% 1% AAH Hetz e|RE WA A7 ok A,
The- CSMS B4 g 5 oo} & TRl Aolwuol ZEAA A% golTH3).

- Vehicle typeQ] Ato|H EQl HIAEO] AREEE TFEAA

- Risk assessment’} A A2 GAEEE st=H AFREE TZAA

- Cyber attacks, Cyber threats, vehicle types©| @3t vulnerabilities ®YEH, &

A, g Z2AA

91} ol ofe] mEAAE A N, A E Bl o] % 7kA] AlFAQl A HEGsH ]
A3l AtolH Het BIAE HAtel 2A19] Y9 W7 AR ] T1E|al o BYE T, 9,
Sl CIETIZHA] AAAR] ZEAA 55 BAITH. S, AtolH ] AAF R
L Ue TG ZEA|A o]Lfof| e Alo]H] HoRZ 9ot Hel Y A W&k Fof

. 2t 3L 710|EQ} ISO/SAE 21434

UN Regulation No.1552 7]22Q1 7ig 9 #&EsHE da; 9529 Y82 FAAHER
AAONA AfolH HZ 9fs A-E3foF & Ht Id HEARFS A
S &3] 3klsfjoF st} UN Regulation No.1559] 548 ApprovalZ
W8S Els] B oh2a Zri3]



53" &9 Y=(Approval Authorities)2 HMZEYA7t O] FHOA CHRE AO|H HOt SHE X
oA #2l5t7| o PIEAYR XXt XS OtES=A] &QIGHK

| =
of ECtn HFHsIt. 0128 AX|2t HXIo| MF WES 53.1 (a), (b)S ol H4WHEH, UF
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(b) 80

i

©
H
l
=
]
i
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>
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' E.g. 1SO 26262-2018, ISO/PAS 21448, ISO/SAE 21434

(@I2) UNECE, Uniform provisions concerning the approval of vehicles with regards to cyber security
and cyber security management system, 2021.

9o] 8 8L A Afolm Bt /&3t Abolw] ol Al BE 49 A FIT 4
A= F8 FAEFS ISO/SAE 214345 AAotal th= Ho|H, ISO/SAE 214345
£9) Hoh 319 theuere wiisky A gate o] Hsdtehs eolch. HEe] AgAE

ISO/SAE 214345 &-&3sto] Ht o] tigt AlFAQl Wets &t AES) & &
Ut FE ISO/SAE 21434+= 2021 A%E7] DIS ¥WAo] &A1=%eH, 2021 84
Final Release F it}

Tl AtolH Het A Yoy #E H4Al 71 =1 2 fEY 719 Y& A Yst=
ISO/SAE 21434= 715 b T3] AtolH HQE QlE|#|o] ARt thf= ISO 26262: 2018
< Besty] sl AsAF Atold HoF #E el wheh Zg = At

AfolH] HQto] FES| NHIL o]E EHASH| 9%t t§ HAE B3 E/E(electrical
and electronic) AAH0] AT 7]&} Zslole otojdQl 34 W e 4 AES
ote AS BRE Tt oS B GA4S 9l Atolw Het <l
B3, 274 2 ARE 33T Avtol] 24 ofsfE {3t 7|9 JHe} xZo] Lgsfjof
S AtolH] Hol A 9 mBAA Alo|H] H
FRE AlTTet o]et HEo] AtoH Het 913 3 H]
TFEok=t AME = Qe Bl 39 4 W= ) 7I&stal itk Bt 2

2
B

of tigll ISO/SAE 21434014 AFH WE&L of23 Zo] &lgt



[RQ-10-05] Q0] AtMZ SHESX| = AfO|H EQtof Xget HA, Y F= T2y A
Of0il CHEH 7IZ([RQ-10-04] &x)2 44, 28d I T X E= Y 2HE0M CHR0{0F 2
LICE

05) 'C’ m2TIHY Q10fe HotAES @/l MISRA C:2012 E= CERT C A&

(QI&) ISO/SAE International, ISO_SAE_21434_2021 INTERNATIONAL STANDARD, 2021.

me ey ARelo] 4A Ao SZEA] ke AolH{nst ol4+E SHAst] Tt B
F Q9] HadE SIS 4= 1o, o] thgh ®to & MISRA C: 2012[6]3 CERT
CI7IZ ARt Qiek. olo] AhFE % 7h4 1ek 1Y 7ol =S u]a/HEse] Afo]s] Bt

V. H9t 3 710|E H|W

ISO/SAE 21434°f Ag3% MISRA C: 20123} CERT CE H|ust7] Yl 7tol= F3,
7FolE = A9l Coverage 2.2 AZsla W8S Hwgich HA, Het Iy 7lo|l=
HlE 918 MISRA C:20129 CERT C:20169] HAE& offjet o] Aest3ltHel,[7]

» MISRA C 2012, Guidelines for the use of the C language in critical systems,
3rd Edition, 1st Revision
- MISRA ConsortiumoA 7idet C Z2 Iy dolg AL E o] /i 7lo]=a}ql
- ISO C/C90/C999] =Z=Zaa"E AJAHoA safety, security, portability,
reliability &Zsl= Z
» SEI CERT C Coding Standard: Rules for Developing Safe, Reliable, and
Secure Systems(2016 Edition)
- AT E Qo] AAH 9 safety, reliability, security 7§42 s 7Hgdst AT E o]
g EE
- CERT C H¢ot 79 #F9] 32 CWE(Common Weakness Enumeration) &=

3 MISRAS H] 23 o9 g2 223 4% I=2 71



9l FoloA B A3} o] F Jje] IY 7ho| =Rl safety, security, reliabilitys
St A3t 39 7ho|EEi] FEE FEE AlFotal = oA T88E 32
Ql oA %= CERTE Rules®?t RecommendationsZ MISRAE=

Rules®} Directives & FA4% 0] FARRE 25 HQIth
= Y MR CE 7} 7lol|E Jgo| HoJE A= H|alsto] F7HAQl 55 ARY B Ao
A& gRls) & & Uk [ 110 2H3E 2t 7lol= =9 HFolE %5]1 39 7ho| =Rl
T/3olA Rules?t &4 FE 880 gt A {420 FF= vA = FHo=E U=
A A4 =15 5o dE 7Fsstthe A 94 3882 E & & ]‘:}. SHA|9t, CERTY
Rules®} Recommendations= Xt HA O = Aoyl HAE Ht 7ho|Egh= oA

Vg 2 Aol AT B % et

J

[H 1] CERT C2 MISRA C:2012 H|u!

T Hlw LS
- A8 TIset Flokds 2AE & Us HOF YO AAHIG OFY, MElY EE= 200 2N
o giElS ORI A Q= 45}
CERT Rules 82| Ak oo chiT ) o5 ojo | ZA =5l BMEE [ )0
- AA FC FMOL; 7RE0] QRESH] o0, XY F 0= XSslE BAEY E= sH)Q
2 4sHE 8=
- QTIARION CHEH S 40| MSH= X1
MISRA Rules &2 - Bt B8 Q0] A2 FoU} AAIS E4olek] 20 4 Q00F of FY =M =712 Sl X
&= A
CERT - 710|=2019] HE2 ATEQ0] AARIO| ORFd, MY, HOS A £ U= &=
Recommendations 2| | - AATE AlSHY| ZI™MAMOI HSk0| 9= LHRO|LE, &5 B0 X AKXt Y= =252 74
- - Compliance &Qls +8ok=0 TRSH MA| MBS AFE + Y= 701=2il
MISRA Directives e 21 Ll EMTO = c:lL 0 e of l—vo;:on— f |7K3f__ M IQ
- dAE olE EA BM FE QAR AR HEE 4+ Us AL 22 U FE ER

(Xt=2) MISRA C 2012, Guidelines for the use of the C language in critical systems, 3rd Edition, 1st Revision, February
2019. ISBN (print/electronic): 978-1-906400-21-7/978-1-906400-22-4
SElI CERT C Coding Standard: Rules for Developing Safe, Reliable, and Secure Systems(2016 Edition),
Pennsylvania: Software Engineering Institue, Carnegie Mellon University, 2016 [viewed 2021-02-12].

CERTE= AT E0]9] Safety, Reliability, SecurityS 7HAst7] ¢t =9 7fo]=2k9l
© 2 Carnegie Mellon University®] Software Engineering Institute®l|A] %% &&]|5}t
£ 29 39 mxolth =2y Q1oJ(C, C++, Java, Android, Per)8& Eo tist A
4 91F F7HE AlZohH, 24l Rule ¥ Recommendations EQF I ZFE €4 Ao Eo]

AlAST}, ESE, AREA A Het fgol digt HERt S-Aefet e Alssh] f9 |
219} Zo] Rule &Y Severity(AZE), Likelihood(HalEAY 71s4), Remediation



7 op|
Severit - - - =
( *.:!745;/ TAIS FAGIH Ot Mzist ANE =2l
Likelihood RIS SA[SIOZM A7 ZBI0| 2R JRSEH HokKOZ 0|01R! 1SS AAntt =L
(iISHHEMoH 7%@') 'Iq'—|§ )\lo »‘1 =% | 1S 7 ropal ‘rl—n:l |O'|E 7oo: = |' f =] |77+
o
Remediation Cost < =
Ner by | TS EBISE IS0 gty
T o

(Xt&) Software Engineering Institute, “Trademarks and Servicemarks,” Software Engineering Institute website, 2012.

CostAFAE] H-§)et 22 Hel I JEE A5t

ol ZF &0l Wzt vl 3709] HEE AFEE] FAEHE EE5te o ARSEE
Severity2} Remediation< high, medium, low® 5g°] ~2% 9, Likelihood+ unlikely,
probable, likely2 F&2Htt. ZF 532 1~37 02 A= ZF 539 AFE J3 g2
&9l Priority ZJAEE AEs| Witk o|& &) 2F &0l tit 552 [3 313 o] ZE

= AT

(B 3] 1™ Bt

Rule Severity Likelihood Remediation Cost Priority Level
FIO30-C High Unlikely Medium P18 L1
FIO32-C Medium Unlikely Medium P4 L3
FIO34-C High Probable Medium P12 L1
FI037-C High Probable Medium P12 L1

(Xt=) Software Engineering Institute, "Trademarks and Servicemarks." Software Engineering Institute website, 2012.
SFAIEE, MISRA C:2012+ CERT C2= th2 HoF A TS ZotE 4= 1oy, HQt

TEsto] MISRA C 2012 Amendment 1 £419] Hg|dof] tf233F Zo] %o =il Ut
49 8o m=A UePAA = B2 AFFE0] MISRA+= 22| safetyol|qt &8 71soict

= A7 7HAAL 2A9] securityolli= Bol AWEA| =ttt 14]0] At el Agettt
[9]. olo] thet AR “MISRA HHo| Release® ©]% security coding standard <

179617} Releasedo] we} o] &gt Ql4]o] EAfst=
o] o}% glA| orrpEty AFElT QUTHOI.

MISRAE safety®]l 52 F1L 7= 0] securityol] oieh d34d U

Aolgh, MISRAZ} security?} A3

ol
-

! T sto] 5



QA& & 4= lom, MISRA C:20129] 222l E&o] security”} oFd safety?]
2% 4 Slrh MISRAE ofo] gt Bk o2 MISRAE= Amendment 1, 29}
Addendem 1, 2, 3& F7I14 2.2 Release® 224 security®] H3t coverages &R}
A A&A 07 egsial gl

upReko 2 MISRAOA Al-&-dtal 1= “MISRA C 2012 Addendum 3 Coverage of
MISRA C 2012 against CERT C 2016 Edition™& &4 CERT} MISRAS & 4
2 A Heo] btk ZolE FRls) & 5 Utk

[E 4]= CERT C:2016°] th3F MISRA C:2012 A &L X3l gHo|E2 HAALL1LE

£33 A& £ Y= BEA 3HY5la] MISRASF CERTE B3] YaiA 2= H#o|oh
g W8 2™ CERT C:20169 ¥ 997K £0f tigt MISRA C:2012 A ¥E&2 88%= 55

o] Eo] AR, 19719 t|X| Y F=o] EAsto] AA| & A4 YEoAx xjo]7} ZHAy
Sk 9SS & 4 ity AT o= [SO/SAE 2143404 AZ6t= 7Y 7lo|=gkele &
&3t7] HsiA= securityoll et 24249 Zhol=gele] F4], 4 T12|al Bt eRof

et A y&e SEHer il Het I9 rho|=2elS A4Skl A-&sfjof it

[B 4] CERT C 201601 Chet MISRA C:20129] 7HHZ|X|

Classification Strength Number

Strong 39

Explicit
Weak 5
Strong 1

Implicit
Weak 13
Strong 22

Restrictive

Weak 0
Partial Strong/Weak 0
Out of Scope None 15
Nome None 4
A 99

(Xt=) HORIBA MIRA Limited, Coverage of MISRA C 2012 against CERT C 2016 Edition, 2018.
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ZA5AF Aoy HQo] 33t =A|7|& UNECE Regulation No.155 A3} o2 QI3
Aol WSk I8 Hel 59 Zho|= Adeat 282 915 MISRASH CERTE HluLshe] Bk
29 s8] Hal 7IEsi. 4 5 HAE S CERTS} MISRAS] 7 S 5H
& 74 W87HA Hot 39 7ol Hgg Asf Aol T AEE ERIFeH, ol
Hfgoz Hel 39 7lo|=9] HAI Ao|HS HESI AR Z2A|A gl D2 AE0] Het
F UES 7tolE ok, oIt ARSARY 8 AR ARl whet Kot

L

AR 8ot 17 Tol= AP Sk TR 7123 ekt gAo] $Ys|A] ke A
j

% glolok Bit}. o] I8 ALgARE ok 519 Flo|=o] B, T4,

o

Heh 7Y Jlol= FE D 4%, Sl e A% B4 193

274
FABHE A% AY A AGHoE Fuls) UolhozM, Tkt Afolsl 1ok Aol
270) AEsA s ok & Zoltt.
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security and cyber security management system,” 2021.
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